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Human Element is

the Biggest Threat
to Cybersecurity

#cybersecurityawarenessmonth

5% 74% 49%

of Security Incidents involve of all breaches involve of breaches involve the use
a human element. a human element. of stolen credentials

Skill-based errors

J
Threat actors continue to target &
exploit people

Decision-based errors

Phishing:

The practice of sending fraudulent
communications that trick
recipients into clicking a malicious
link or downloading a malware-laden
attachment.

Malware:

Malicious software designed to
disrupt, damage, or gain

unauthirised access to a computer

system.

Supply chain attacks:
Attempts to damage an organisation
by exploiting vulnerabilities in its
supply chain network.

How organizations can help prevent
human errors
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Update Educate Enforce the principle Monitor

security policy employees of least privilege employee activity



